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The research in this presentation was conducted under contract with the U.S Department of 

Homeland Security (DHS) Science and Technology Directorate (S&T), contract #HSHQDC-13-C-

00119. The opinions contained herein are those of the contractors and do not necessarily reflect 

those of DHS S&T.  

Overview 

Envitia was an active participant and technology provider in the US Department of Homeland Security 

Science and Technology Directorate sponsored Next Generation First Responder (NGFR) Incident 

Management Information Sharing (IMIS) Internet of Things Pilot project and demonstration 

conducted as an Innovation Program (IP) initiative by the Open Geospatial Consortium (OGC). The 

project sought to investigate how first responders could make better use of the plethora of sensors 

and wearables commercially available based on open platforms such as the Internet of Things and the 

OGC Sensor Web. The incredible diversity of available sensors, including positioning and ranging, 

biometrics, chemical detector, motion sensors, and others, provides innumerable ways of tracking and 

understanding responders’ locations, movements, status, as well as the corresponding status of 

various environmental threats. In addition, there is a broad set of options for delivering information 

to responders based on new technologies (mobile devices, wearables etc.). 

Challenges in Responders Exploiting New Technology 

First Responders face a number of significant challenges in using new technologies: 

 The diversity of available sensors is shadowed by an equally diverse set of proprietary 

platforms, products, data exchange formats and delivery mechanisms. The capacity of these 

devices to contribute to situational awareness is immediately hamstrung by an inability to 

communicate or share information between users with different deployed technologies. As a 

result, law enforcement officers, firefighters, paramedics, and others responding to the same 

incident are often operating off of completely different and incomplete descriptions of the 

situation; this problem is further compounded by challenging budget environments which 

often drive first responders to outfit themselves with, for example, mobile devices at their 

own expense.  

 

 Even if the problem of inadequate interoperability were to be solved, the growing number of 

data streams, in itself a potential problem, would be compounded by exposing even more 

sensor feeds to even more users, inundating users with a deluge of information and soaking 

up bandwidth, detracting from their ability to obtain information immediately relevant and 

actionable to them. 

 

 Finally, even if valuable sensor data could be isolated it must be delivered to operational users 

in a manner that fits seamlessly with their already challenging role. Short turnaround times, 

rapid-fire debriefs, and the pressure, danger, and importance of managing the incident allow 

no time for casually reviewing numerous sensors measurements for significant or anomalous 

readings. 

The IMIS project addressed each of these three limitations in turn, and successfully united a wide 

range of technologies and communities using a modular, open standards approach and developed an 



 

AMD1102 

ecosystem where information from any device and its readings could be shared easily and 

automatically with any user. In addition, critical information was delivered through an event driven, 

push model ensuring responders received critical information, such as gas leak detection, without the 

need to continually review a mobile device.  

The Sensor Hub 

A universal software component, the ‘Sensor Hub’ was developed which could be deployed on a 

responder, on a vehicle, on a fixed installation or in the cloud; this  provided the open standards broker 

to a wide range of sensors. Hubs deployed on Responder’s mobiles connected to all their sensors e.g. 

biometric vests (breathing, blood pressure, heart rate), cameras, GPS, gas detectors, as well as smart 

watches, audio devices etc. Over 20 sensor platforms were integrated, with over 50 different 

properties being sensed. They transmitted the responders sensed information to the command 

centers and to other responders. Even the battery level/working state of their equipment was 

monitored.  Droppable sensors for gas detection or to monitor movement into a building as its cleared 

were also used, as well as UAS platforms which operated inside and outside of buildings. Each of these 

components had their own sensor hub and self-registered. 

To address the first limitation of delivery stove-pipes, creating an environment of interoperability was 

essential. The crux of this solution was a Sensor Hub that was able to speak the specialized data 

languages of the various devices, and share and receive information through well-defined open 

standards. By translating the proprietary languages of these devices through small footprint, easy-to-

develop adapter plugins, the foundation for effective information federation was formed with a very 

low barrier to entry, establishing the basis for plug-and-play inclusion of devices into the ecosystem. 

Communicating through Sensor Hubs, devices would automatically register themselves with a Sensor 

Registry as available resources, rather than simply spamming all of their information to all users. 

Accessing the Registry through a browser client, analysts in the Emergency Operations Center (EOC) 

would be able to search for relevant sensors in the incident area by type and other properties. 
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The potential deluge of the second issue was addressed through a number of methodologies, each 

enabled by the versatility and commonality of the OGC Sensor Web Enablement standards base. 

 

Achieving Situational Awareness 

Through its Horizon web interface, Envitia led the effort to enable the building of situational 

awareness visualizations including a plethora of data such as background mapping data, important 

features and overlays, critical sensor readings and positions, and analyst annotations. These could be 

rapidly developed in parallel with the first responders arriving on the scene. 

Using an open standard (OGC OWS Context) of which Envitia was co-editor with National Geospatial 

Intelligence Agency (NGA), these Common Operating Pictures are lightweight, easy to transfer, and 

could be quickly packaged and delivered transparently to first responders on site presenting as icons 

which could be easily opened.  

    

COP Views and Loaded View in Envitia Horizon Geo-Portal 

Critically, these were living documents that could be further annotated or altered in the field and 

automatically disseminated through the Incident Registry (an open standards compliant technology 

provided by Envitia) to all other users, ensuring that the Common Operating Picture remained up-to-

date and, indeed, common. 

 

Figure 5-11: Envitia InSight Android App Showing Live Sensor Feed and Annotation 

 

Vitally, not only are live users able to access the Registry and the array of data feeds available therein, 

but because the data is all queryable and accessible through well-defined standards, computational 
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systems are also able to seamlessly interact with the data, allowing streamlined, automated 

workflows. 

Event Processing and Alerting 

Data listening systems were stood up to passively query and monitor sensor feeds using several 

techniques also available to live users – spatial queries to limit the known area; filters on data type 

and values, looking for values or measurements exceeding critical thresholds; and geo-fences to flag 

movement of sensors or of users or objects through sensor fields. Upon detecting any of these 

behaviors or events, the systems would be able to automatically trigger alerts to the EOC and first 

responders directly. Various notification methods were integrated with compatible devices, including 

vibration, sound, text, graphical, and other data alerts. 

 

Geo-fence based Alerting Workflow Developed by Envitia 

As well as delivering a practical demonstration of capability in two separate demonstrations to a wide 

range of DHS stakeholders, the Program developed 6 Engineering Reports covering the Architecture, 

the expected standards revisions and protocol considerations and a handbook to be used in procuring 

new capability. Envitia was one of five companies that participated and contributed to each of these 

documents and also took on the role of Editor for the IOT Extension Engineering Report. These reports 

combined to provide more than 200 pages of architecture information, standards development issues, 

technology issues and recommendations.  Envitia has received a Certificate of Appreciation from the 

DHS Science and Technology division for its contribution to the program.   

Goals and Outcomes 

The driving motivation for all of the work done on this program was to further the DHS objective of 

shortening total turnaround time for emergency response which is generally recognized as having a 

direct effect on the number of lives saved per year. Better access to information, better clarity on 

situational awareness through immediacy of update of Common Operating Pictures, and faster 

notifications and alerts through automated workflows each incrementally improve the ability of first 

responders to meet that goal.  

Of the four companies providing sensor sources and services using 20 sensor types and eight 

companies providing client technologies on a range of platforms Desktop (MS Windows, Apple Mac), 

Mobile (Apple, Android, Windows) and wearable (AppleWatch and Android Watch) all client 

technologies were able to read sensor information from all sensor platforms. This was considered a 

major interoperability success.     
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The IMIS IOT program was demonstrated on Capitol Hill and was well received.  The next steps for this 

program are the hardening of the responder worn technologies for deployment in operational 

environments which is in progress as well as considering the information infrastructures needed.   

Commercial Sensors Integrated into Experiment 

Environmental 

Technology Protocol Observed Properties Feature of Interest 

Aeotec MultiSensor 6 Z-Wave Motion, 

Temperature, Light, 

Humidity, Vibration, 

UV 

Deployment Environment 

Fibaro Flood Sensor Z-Wave Flood, Tamper, 

Temperature, Tilt 

Deployment Environment 

Garmin Tempe ANT+ Temperature Responder Environment 

Grove - CO2 Sensor Grove CO2 Deployment Environment 

Grove - Gas Sensor 

(MQ5) 

Grove Gas (H2, LPG, CH4, 

CO, Alcohol) 

Deployment Environment 

Grove - Light Sensor Grove Light Deployment Environment 

Grove - Sound Sensor Grove Sound Deployment Environment 

Grove - Temperature 

and Humidity Sensor 

Grove Temperature, 

Humidity 

Deployment Environment 

Grove - UV Sensor Grove UV Deployment Environment 

Anemometer USB Wind Speed Deployment Environment 

Wind Vane USB Wind Direction Deployment Environment 

 

Physiology 

Technology Protocol Observed Properties Feature of Interest 

Garmin Forerunner 

235 

ANT+1 Heart Rate Responder 

Garmin HRM-Run ANT+1 Heart Rate Responder 
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HEXOSKIN Smart Shirt Bluetooth 

Smart1 

Heart Rate, Breathing 

Rate 

Responder 

 

Visual 

Technology Protocol Observed Properties Feature of Interest 

Garmin VIRB XE WIFI1, RTSP1, H2643, 

mDNS 

Video (H264), Location Responder 

Environment 

FLIR ONE MJPEG3 Thermal Imagery (MJPEG) Responder 

Environment 

Parrot Jumping 

Night Drone 

WIFI1, mDNS, MJPEG3 Video (MJPEG) Drone Environment 

3DR Solo Drone Wireless Video (H264), location, view 

field 

Drone Environment 

 

 

Location and Other 

Technology Sensor Connection2 

Protocols 

Observed Properties Feature of Interest 

GlobalSat BU-

353-S4 

USB Location Deployment Location 

Android 

smartphones 

(e.g., Nexus 5) 

Android Location, Orientation, Battery 

Level, Video 

Responder 

Android 

smartphones 

(e.g., Nexus 5) 

Android Location, Orientation, Video, 

Laser Rangefinder, FLIR 

Responder 

iPhone IOS Location, Battery Level Responder 

FRESH Router NIEM Incident Event Details Incident 
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Standards Used in the Program 

The program used the following Open Standards in implementing the solution. All exchange between 

serves and clients used these open standards.  

 Internet of Things Reference Model (IoT RM) 

 OGC Reference Model (OGC RM) 

 OGC Sensor Observation Service Specification (SOS) 

 OGC Sensor Planning Service Specification (SPS) 

 OGC Catalogue Services for the Web/ebRIM Specification (CSW-ebRIM) 

 OGC Web Feature Service Specification  (WFS) 

 OGC Web Map Service Specification (WMS) 

 OGC OWS Context Specification (ATOM/XML) 

 OGC SensorThings API Specification (STA) 

 OASIS MQTT Specification (MQTT) 

 OASIS Registry Information Model (ebRIM) 

 OGC Web Processing Service Specification (WPS) 

 OGC Observations and Measurements Specification (O&M) 

 OGC Geography Markup Language (GML) 

Envitia provided an implementation of each of these standards, either as a server or a client or in some 

cases both.  

 


